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2 What is identity theft?
AAA text size Identi 8 g : :
e s entity theft is a serious crime. Identity theft happens when someone
T uses information about you without your permission. They could use

your:
» name and address
« credit card or bank account numbers
« Social Security number

=« medical insurance account numbers

Wwhy should | care if someone steals my
identity?
You will be responsible for what the thief does while using your personal

information. You might have to pay for what the thief buys. This is true
even if you do not know about the bills.

How can that happen?
« Athief might get a credit card using your name.
« He changes the address.
« The bills go to him, but he never pays them.

» That means the credit card company thinks you are not paying the
bills.

« That will hurt your credit.

This is the kind of trouble identity theft can cause for you.
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How can a thief steal my identity?
Ahd ey A thief can get your personal information in person or online. Here are

Cb b tisien some ways thieves might steal someone’s identity. A thief might:
o « steal your mail or garbage to get your account numbers or your

Social Secunty number
« trick you into sending personal information in an email
« steal your account numbers from a business or medical office

« steal your wallet or purse to get your personal information

How do | know if someone steals my
identity?
Sometimes, you can tell if someone steals your identity.

« Read your bills. Do you see charges for things you did not buy?

« Watch your bank account statement. Are there withdrawals you
did not make? Are there changes you do not expect?

« Check your mail. Did you stop getting a bill? Or did you start
getting a new bill you do not know about?

« Get your credit report. Are there accounts or other information
you do not recognize?

If you answer yes to any of these guestions, someone might have stolen
your identity.

Do you think someone stole your identity? If you do, learn more about
recovering from identity theft.

What is a credit report?

Your credit report is a summary of your credit history. It lists:
« your name, address, and Social Security number
= your credit cards
= your loans

« how much money you owe
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= pint ldentity theft can make it hard for you to get credit, a job, a place to live,
or utilities. But you can reduce your risk of being hurt by identity theft.
How can | protect my identity?
PPRe. P y L

Protect your personal information. That helps you protect your identity.
Here are some things you can do:

= At home:

= keep your financial records, Social Security and Medicare
cards in a safe place

o shred papers that have your personal or medical information

o take mail out of your mailbox as soon as you can

+ As you do business:

o only give your Social Security number if you must. Ask if you
can use another kind of identification

o do not give your personal information to someone who calls
you or emails you

« On the computer:

o use passwords that are not easy to guess. Use numbers
and symbols when you can

o do not respond to emails or other messages that ask for
personal information

= do not put personal information on a computer in a public
place, like the library

How will | know if someone steals my
identity?
Read your bills and account statements. Watch for:

« things you did not buy

« withdrawals you did not make

» achange of your address that you did not expect

« bills that stop coming
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